ANTI-SPAM BILL C-28: ARE YOU UPHOLDING THE LAW?
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On December 15, 2010, the Canadian Parliament adopted its first anti-spam Bill,
following the United States as well as many European countries that have opted to
take a similar stance in the last few years. The Bill is expected to come into force
during the coming months.
Since the onset of electronic mail, the volume of spam has been evolving swiftly,
reaching a record number in 2010, representing 90% of all emails being sent around
the world. In fact, Canada is currently ranked 4th worldwide as a source of spam.
In an attempt to counteract the growth of spam, Bill C-28 will regulate electronic
communications to improve email policies put forth by corporations as well as
individuals.
Bill C-28 Objectives
Bill C-28 pertains to all commercial messages being sent out to an electronic
address, whether it be a text, audio or a visual message. It is not strictly limited to
emails per se, but rather, it encompasses all messages sent through social networks
such as Facebook and Twitter, that are commercial in nature, which extends itself to
all content, hypertext links, and other information that would lead one to think that
the object of the message is intended for commercial gain.
It is therefore forbidden to send, to have someone send, or to permit the sending of
a message intended for commercial gain to an electronic address. However, this
prohibition includes exceptions regarding the recipient’s consent – whether express
or implied – as well as the content of the actual message.
Express Consent
To be express, the consent must have been given in clear and precise terms with
regard to the subject matter of the message, i.e. the receipt of emails of a
commercial nature.
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Implied Consent
The implied consent is subject to many terms, for instance:
• the prohibition will not be applicable if the recipient and the sender are
related or if there exists between them a relationship of a personal
nature,
• the consent will be implied if a business relationship exists between the
two parties; this being the case for up to two (2) years after the sale of
a product or a service to the recipient by the sender of the email,
• the conspicuous publication of an email address on a Web site or its
transmission to the sender without any further details – most notably
the fact that he or she does not wish to receive emails of a commercial
nature – is tantamount to an implied consent.

Exclusions and Exceptions
Furthermore, some electronic messages will be excluded from the scope of the Bill
due to their content, for example:
• a request for information to a person carrying on business,
• a message pertaining to an ongoing business relationship (such as a
purchase confirmation),
• a reply to a query regarding prices or other information relevant to a
purchase by the recipient.
Information Identifying the Sender
As to the contents of the message, the Bill is very specific in that all electronic
messages must contain:
• the name of the sender or the name of the person on whose behalf
messages are being sent,
• the relevant information that would allow the recipient to communicate
with the sender.
The message must also provide a mechanism that enables the recipient to
discontinue receipt of further emails, i.e. an “unsubscribe option”.
Bill C-28 is not limited to the regulation of emails, and also provides other
prohibitions aimed at countering piracy and infringement. In this context, the
installation of software on a recipient’s computer without his or her consent is strictly
prohibited. The recipient’s consent will be required, and must be obtained after
having clearly described the function, purpose and consequences of said installation.
Upholding these rules is fundamental as the fines imposed on those who do not can
reach upwards of a million dollars for individuals and up to ten million dollars for
corporations.
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ROBIC, un groupe d'avocats et d'agents de brevets et de marques de commerce
voué depuis 1892 à la protection et à la valorisation de la propriété intellectuelle
dans tous les domaines: brevets, dessins industriels et modèles utilitaires; marques
de commerce, marques de certification et appellations d'origine; droits d'auteur,
propriété littéraire et artistique, droits voisins et de l'artiste interprète; informatique,
logiciels et circuits intégrés; biotechnologies, pharmaceutiques et obtentions
végétales; secrets de commerce, know-howet concurrence; licences, franchises et
transferts de technologies; commerce électronique, distribution et droit des affaires;
marquage, publicité et étiquetage; poursuite, litige et arbitrage; vérification diligente
et audit. ROBIC, a group of lawyers and of patent and trademark agents dedicated
since 1892 to the protection and the valorization of all fields of intellectual property:
patents, industrial designs and utility patents; trademarks, certification marks and
indications of origin; copyright and entertainment law, artists and performers,
neighbouring rights; computer, software and integrated circuits; biotechnologies,
pharmaceuticals and plant breeders; trade secrets, know-how, competition and antitrust; licensing, franchising and technology transfers; e-commerce, distribution and
business law; marketing, publicity and labelling; prosecution litigation and arbitration;
due diligence.
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